Monsters in the Dungeon
There are three kinds of monster encounters in a dungeon:

"Placed" are those you know are in a particular place in the dungeon.  Barring strange occurrences, these monsters are certain to be in a location and will not move around.

"Wandering" monsters may appear, especially when noise is made, anywhere in a dungeon and at any time, if a roll says they do.  There is a certain line-up of possible creatures which might appear, but it is never certain they will, or which of them will.  Players could clear a whole dungeon and never encounter one of these.

"Discretionary" monsters appear when you, the DM, decide they do.  There are most likely one or two prepared ahead of time for any dungeon.  The monster comes and goes when you decide it does.

We’ll take each in turn:

1. Placed Monsters
This can vary, but for a typical 3-4 hour play session about 12 dungeon rooms is a good amount to prepare and within those rooms we’ll want 4 monster encounters explicitly placed on the map.  Two will be minor and two will be major, with one of those major encounters over-matching the party and capable of killing them all.

What a major vs. minor encounter is, is hard to say.  A minor encounter is a level appropriate monster while a major encounter is a group of them or single monsters that is something worse, appropriate for high-level parties and usually found deeper in dungeons.  Don’t get bogged down trying to calculate this out exactly.  If you aren’t sure just place a large group of pack hunters or a very robust large predator or two from your wandering monster table (see below) for Major encounters. 

Where do you place them?   If there is some logical place a monster would occur in this particular dungeon, place it there.  Or just roll randomly.  The one thing I would caution is against putting the major encounters near the entrance to the dungeon-- you want players to get inside a bit, get a feel for the place and make some decisions, before faced with mortal threat.

You can also put sensory signposts around a major encounter’s lair and note them on your map-- tracks, strong smells, corpse remains.  Our goal with monsters isn’t to get the party killed, but to give them challenges, so, the same with how we’ll handle traps, by giving the party clues that something dangerous lies ahead, we give them a chance to plan or make choices.

2. Wandering Monsters
How often are monsters randomly encountered?
Every 3 turns roll 1d6. A result of 1 means the party encounters a wandering monster.  Turns are ten minute increments in the game world but they can just be “scenes,” like exploring one room, navigating down a rope, etc.  

Don’t worry too much about exact time keeping because wandering monster checks are meant to keep the dungeon feeling dangerous and keep players moving. If you find interesting action or combat has led you to forget a check or two, that's fine. But also, you can vary the frequency of wandering monster checks if players are standing around indecisively, being very noisy, or if their location in the dungeon is especially dangerous. 

What kinds of monsters are wandering about?
We’ll limit ourselves to creatures for now.  We can add intelligent humanoids later.  The bare minimum is to prepare about five kinds of monsters that might be roaming around this dungeon.  We can add variety and make things interesting, but also help ourselves in knowing how these monsters will act if we make those five monster types correspond to five behavior types: vermin, scavengers, pack hunters, large predators, and a special weird encounter.  

Vermin will only physically attack if they far outnumber the target or are cornered, but they will shadow the party and try and steal small trinkets and food.

Scavengers will behave similar to vermin with a lower outnumbering ratio needed.  They will also become aggressive over any carcasses the party produces fighting other creatures.

Pack hunters will try to encircle the party and, also dependent on the numbers of each group, might start probing attacks by stronger pack members to see if the whole pack should swarm in.

Lone hunters might shadow the party for a while before darting in quickly in an attempt to carry off the smallest party member.

You can use the Wandering Monsters table to help you.  It has default statistics for each type of monster.  You can go with those default stats, or write over them with the revisions for your own creations.  For example a pirate cave might have crab-like vermin with a higher Armor Class because of their hard shells.  So you could write 14 over the default 12.

Notice the dots, near some of the creatures, this is how much they must outnumber the party before becoming outright aggressive.  The graph paper grid to the right is for preparing 1 or 2 of that type of encounter ahead of time for when it is rolled randomly in play.  Pre-roll numbering appearing and then Hit Points for each.  Then draw lines around the appropriate number of little boxes, one per hit point, so they can be scratched off as players hurt them in combat.

What if we keep getting the same monster over and over?
Note, because of the randomness of wandering monsters you might get several of the same kind of monster in row in the same game.  This can get boring.  So, what you can do is on the third or fourth roll of the same monster, roll on the What are the Creatures Doing table.  That can keep things interesting and unexpected.

3. Discretionary Monsters
You also want to have at least one monster on reserve that you can send out to creep out players at particular moments.  To keep things simple I often have these appear as the special weird encounter on the wandering monster encounter table.  So, if no great moment to use the discretionary monster occurs, they may still show up as a randomly rolled encounter.

Now, to avoid my becoming some adversarial DM that kills parties by making monsters show up and attack at my whim, I make these discretionary monsters non-violent.  They don't attack, even magically.  What kind of monster you might be thinking?  Well, old ghost story standards: a lost child, who by all rights shouldn't be down in the dungeon, who says something before slinking off into darkness.  A talking animal.  A little man riding a dog.  Something odd, but not outright threatening.

You might think that players will, after a while of seeing many of these, catch on to these non-violent monsters and no longer fear them.  But it turns out that it can be difficult to tell between one of these and a wandering monster, or if the characters have just entered a room, a placed monster.  In other words, it is never quite clear to them what type of encounter they are having so as long as a dungeon has all three types it will always be in a player's best interest to be wary, if not fearful.

Here are some things I think required for a successful discretionary monster:
    Appear when players feel vulnerable.  See here for some thinking on that.  I find when characters are climbing up or down long drops a perfect place, either the first person to climb down a rope is pulled aside and told about what they see, or the last person to descend is told something is stirring in the shadows.

    Are hard to determine if they are a threat.  Something odd or off about a normal thing is pretty much the definition of creepiness.  The "why are you down in a dungeon, child!?" is probably the perfect example.  But a cat that comes out, sits, and offers a hand to shake, or a dog that comes out and starts coughing as if to vomit could work.

    Not outright hostile.  I think a Blind Agnes is an example of a creature that, while not a pack of orcs with swords, would cross the line for me and be unfair for me to use when I choose.  It would steal the vision of a player, and while creepy that is an outright attack. And yet, these types of monsters don't have to be harmless, which leads to the next point:

    Will make the situation even more dangerous if you engage with them.  The monster seems to want to lead you somewhere else.  The Blood Dove and Greater-Crested Potionguide would both work well as discretionary monsters.  But children or peasants might ask characters to do something that would be dangerous to do: "Close your eyes," "Hand me your sword for just a moment," "Follow me, I have something to show you."  I don't think it matters that few players would be foolish enough to do these things, even having the option presented to you is creepy.

    Used sparingly.  This gives me the option to do something a computer can't do, make monsters appear based on what I can tell about player mood.  Good times to deploy are when players are getting bored, distracted, or play is starting to slow down into a slog.  These kinds of monsters allow me to put a spark back into the game.  But they work because they create tension, and if they appear around every corner there is no tension.  Once or twice a dungeon is usually plenty.

    Aimed at particular players.  This is another thing that a computer or random system would find difficult to do.  I like for new players or quiet players to see these.  Then, it gives them something they can, and even need to tell the rest of the party, it gives them a reason to interact with the other players.  I like pulling them outside the room to tell them what they see because it causes tension with the other players, the rest of the party will really want to know, now, what that player was told.  It makes the new/quiet player the center of attention for a bit.  Note, that this all only works because these discretionary monsters are non-violent.  When a wandering monster shows up it is usually quickly evident to everyone.
